Active Directory Edition - User Manual




Table of Contents

Welcome to the RMR User Manual 5
What is RMR?2 5
Setup and Installation 6
Minimum System Requirements 6
Installing RMR 6
Applying your license 7
Using RMR 8
Running a Scan 8
Viewing Results 9
Fixing Issues 9
Issue Details 10
Scan Errors 11
Adding Exceptions 11
Recording your Results 12
RMR Main Interface 13
Home View 14
Dashboard Panels 14
Scan View 16
Select a Scan 16
Full Scan 16
Quick Scan 16
Custom Scan 16
Custom Scan Configuration 17
Scan Progress 18
Scan Summary 19
Quarantine View 20
History View 21
Settings View 23
General Tab 23
Rules Tab 24
Schedule Tab 25
Exceptions Tab 26
Logs Tab 27




Email Tab
Updates Tab

License Tab

Common Resources

Scan Results dialog

Issue Details dialog

Error Details dialog

Rule Details dialog

Rule Editor dialog

HTML Scan Report
Scheduled Scan Editor

Reference Tables

General Tab

Issues Tab

Scan Errors Tab

Ruleset Tab

Result Tab

Rule Info Tab

Rule Settings Tab

Fix Tab

Manual Check Tab

Manual Fix Tab

Result Tab

Rule Info Tab

Manual Check Tab

Manual Fix Tab

Rule Info Tab

Rule Settings Tab

Fix Tab

Rule Info Tab

Rule Settings Tab

Fix Tab

Manual Check Tab

Manual Fix Tab

28
30
31
32
32
32
33
34
35
36
36
37
38
39
40
41
42
42
43
44
45
46
46
47
48
49
49
50
51
52
53
54
55
59



Fix Actions

Scan Rules

Frequently-Asked Questions (FAQs)

Privacy /Security

Why was the RMR service account added to Domain Admins group?

Can the RMR service account be removed from the Domain Admins group?

How does RMR protect the service account?

Who has access to the vulnerabilities detected by RMR?

Licensing

How many licenses do | need for RMR2

What happens if | have more objects in my domain than | have licenses?

Running Scans

How long do RMR scans take?

Scan Results

I’'m getting a lot of scan errors for computers that | know are reachable. What gives?.........ccuueuneee

| got a really low Scan Score. What does this mean?

| got a really high Scan Score. What does this mean?

Fixing Detected Issues

I've got 10,000 issues found!?2 Where do | even start?

Some of the rules have no recommended fix?

Can | undo a fix that was performed automatically by RMR?2

59
61
66
66
66
66
66
66
66
66
66
67
67
67
67
67
67
67
67
67
67



5 Welcome to the RMR User Manual | What is RMR2

Welcome to the RMR User Manual

Welcome to RMR, our solution for identifying and repairing security holes in your Active Directory
network. In this document, you'll find a description of the product, technical details for every
dialog within, and plain-language walkthroughs for common usage scenarios. Also included is a
list of frequently-asked questions, which you can reference for answers to common queries.

What is RMR?

RMR (pronounced “armor”) is a desktop application that secures your Active Directory network by
exposing and closing dangerous security holes. RMR’s sophisticated scanning engine combs your
network for dozens of issues that have been used to attack Active Directory networks, such as:
non-administrators that can grant themselves admin rights, computers with insecure settings, and
users with blank passwords. Allow RMR to analyze your domain to locate these issues, then after
the scan completes, review your results and fix the issues detected with a single click. With a tool
this simple, there’s no excuse for leaving your network vulnerable.

Proactive Protection

Don’t wait until after an attacker takes advantage of your network’s lax security
to address your problems. RMR analyzes every user, group, computer and group
policy object in your directory to proactively identify and shut down known
loopholes before the attacks happen.

Real-time Remediation

New security threats appear constantly as policies change, new programs and
files are installed, and new users and computers are added to your network. Run
scheduled scans every day to ensure that you detect these new issues as soon as
they appear. Address the issues yourself with a single click, or let RMR take care
of the problems automatically and find out what happened with a report
delivered straight to your email.

Easy Undo

Even the most careful administrators mis-click once in a while. That’'s why RMR
comes with a built-in undo feature to easily revert any changes made to your
Active Directory objects. Take comfort in the fact that RMR can undo fixes with a
single click, perfectly restoring the affected objects to their prior state.
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Setup and Installation
Before running your first scan with RMR for Active Directory, it needs to be installed.

The following requirements must be met in order to install and run RMR for Active Directory.

e A PC running Windows Server 2012 R2/Windows 10 or later
e Connection to a 2012 or later Active Directory network
e 150MB of disk storage for the software and additional space for scan history files.

e Network user account with domain administrative rights and administrator privileges on
the local machine

The RMR installation file is called adrmrXY.exe, where X and Y represent the current major and
minor version numbers. Install this program to the computer you want to use to scan Active
Directory. The machine you choose must be running in order to run scheduled scans, so we
recommend installing to a server or another machine that is rarely turned off, allowing you to run
scans during times of low network activity.

oy Setup - RMR for Active Directory version 0.9.1.5 \;‘i-

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

End User License Agreement

The following terms constitute a binding agreement between you and Javelina
Software, L.L.C. ("Javelina") with respect to the use of Javelina's RMR far Active
Directory and its accompanying documentation ("Licensed Software”

1. Evaluation License

Javelina grants to yvou a non-exclusive, non-transferable, Evaluation License for trial
and evaluation of the Licensed Software, in binary object code form, for a period of
thirty (30) days from the date of download or installation. This License beagins upon
installing the Licensed Software and ends thirty (30) days thereafter ("Evaluation
Period").

If vou are not W|II|ng to purchase a LICEI‘ISE far the Licensed Software after the

Eienliintinm Bariad | lanncno sorane bo camon s tho cofturmen fronmm | inannna'n anmme dar

b

(®) I accept the agreement

() I do not accept the agreement

Mext | | Cancel

Figure 1: RMR Installer

After reading and agreeing to the End User License Agreement as shown above, continue through
the install wizard using the default options for the remaining pages.
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RMR is installed with a demonstration license that will allow you to use the software for a short
period of time. In order to ensure that your protection does not lapse, the first thing you’ll want to
do after installing RMR is to apply your license key.

Open the program and click the Register button at the bottom of the Status panel on the Home
view. Enter your license info exactly as it appears in the email you received, and click OK to save
your changes. Assuming you entered the information correctly, you'll notice the Days Remaining
field in the Status panel has been updated to reflect the new settings.
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Using RMR

Protecting your Active Directory with RMR is as simple as running scans and then reviewing the
results to fix any issues detected. This chapter of the RMR User Manual will walk you through
running your first scan, so that you'll be comfortable with this basic workflow.

Running a Scan

Scans are launched from the Scan view of RMR. Select Scan from the navigation panel on the left
side of the main interface, then select Full Scan to start a scan of your entire Active Directory
network using all RMR rules.

Select a Scan

FULL SCAN QUICK SCAN CUSTOM SCAN

Perform a comprehensive scan of Test your netwerk against only the Fully configure the scan by

your network. In addition to issues most serious vulnerabilities. Use specifying precisely which areas of
that present an immediate security this scan to detect and repair the network to scan and which alert
concern, this scan will locate object security flaws that require conditions to consider.

settings that fall short of immediate action.

Microsoft's best practices, or which
may be contributing to decreased
performance,

™
4T e
1) HisToRy

©2023 Javelina Software Help | About

Figure 2: Launching a Full Scan

The Full Scan will perform a thorough review of the objects in your network, looking for all types
of security issues that have led to attacks and data breaches in the past. These issues range from
critical issues that require immediate attention (like “Users with Blank Passwords”) to relatively
benign situations that could lead to issues in the future (like “Inactive Users” and “OUs not
protected from Accidental Deletion”).

Default Scan Area

By default, RMR will scan the domain of the user that installed the software during Full Scans.
If you wish to limit the scope of the scan, you can do that from the General tab of the
Settings view.
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Viewing Results

When your scan completes, the Scan view will display your scan score, and options to view
detailed results, or a print-friendly report. The scan score is a value from 0-100, and gives you
an indication of how well the objects in your scan area fared against the RMR ruleset.

Ly
BMB Active Directory

Scan Summary

GD  QUARANTINE

Your scan is complete.

£0)  HistoRY

Objects scanned: 1244
Scanning errors: o

1 2 Issues detected: 3329

\ Actions taken: o

Time elapsed: 00:00:35
Scan Score

| VIEW DETAILS | | VIEW REPORT ‘ | FINISH ‘

©2023 Javelina Software Help ‘ About

Figure 3: Launching a Full Scan

Click the View Report button to generate an HTML report that you can easily share with others.
This report contains the summary of all issues detected in your scan, as well as the exact reasons
for the detections. Save the report for future reference, then keep reading.

Next, click the View Details button to open the Scan Results dialog and learn more about the
issues detected. The Scan Results dialog is your home for learning all about the results of your
RMR scans. You can access it from the Scan view immediately after a scan completes, or at a later
time via the View Details button the History view.

Fixing Issues

When you open the Scan Results dialog for your scan, you'll want to proceed to the Issues tab.
This tab contains a grid showing every time an object in the scan area failed one of the rules. We
recommend fixing the issues in order of severity. Most issues that RMR detects have a
Recommended Fix that can be applied auvtomatically. Select the issues you want RMR to repair
automatically, then click the Fix button.
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Multiple Selection

You can select multiple issues at once from the Issue grid. Select the first issue, then hold Shift
and select the last item to select a contiguous range. Or, hold down the Cirl key while clicking
multiple issues to add each one to the selection.

After dismissing the Action Results dialog, you'll see the Actions Applied column has been updated
to reflect those fixes. The Undo button can be used to undo any Fixes/Actions that have been
applied to the selected Issues.

For issues that don’t have a recommended fix listed, you'll want to get more information. Double-
click on an issue, or right-click and select Show Details, to open the Issue Details dialog.

Issue Details

The Issue Details dialog contains lots of information about the selected issue, but the tabs you care
about immediately are the Result tab and the Manual Fix tab. The Result tab will give you
detailed information about the specific issue detected. For example, if you had an issue for rule
RMR.0012, you could reference the Details field to see which specific permissions are contributing
to the failure.

Is5ue Details

User with GRQ Rights RMR.0012

x Manual Check Manual Fix

Result RuleInfo Rule Settings F

Rule: User with GPO Rights
Object: happymail.net/WorkHorse,/Test/Tom Hickey

Result: Failed
Details:

HAPPYMAIL\Tom Hickey has Write All Properties on Default Domain Policy.

CLOSE i

Figure 4: Reviewing detecting issues
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After reviewing the information on the Result tab, continue to the Manual Fix tab. Here you'll see
a set of instructions for manually addressing issues that cannot be fixed automatically by RMR.

Scan Errors

After fixing the issues found by your scan, you’ll want to proceed to the Scan Errors tab of the
Scan Results dialog. This tab contains information about any objects that couldn’t be evaluated
against a rule. For example, if a computer is currently powered off, it

Double-click on an error to open the Error Details dialog and see more information about why the
rule couldn’t be evaluated. In addition to the detailed error text on the Result tab, the Error
Details dialog contains information about the rule itself, and instructions for manually detecting
and repairing the issue.

Adding Exceptions
If after reviewing an issue or error, you may find that it does not represent a security risk and
wish to exclude this detection from appearing on future scan reports.

Secan Results

1 Scheduled Scan frem 3/20/2023 @ 12:00 AM

General Issues Scan Errors Ruleset

The following errors were encountered during the scan. These objects should be manually checked for compliance. Objects appearing in E =

strikethrough have been added as exceptions and will not be detected in future scans. o
Rule ID Rule Name Object Name Details = i
DOM.0031 Remote Desktop Logon Menitoring 1LISVR Ermor [(x35] retrieving the value for Audit Policy > Logon/Logoff > N
DOM.0031 Remote Desktop Logon Monitoring 18 Computer TestAcct 001 Ermor [(x6ab] retrieving the value for Audit Policy > Logon./Logeff N
DOM.0031 Remote Desktop Logon Monitoring 1 JSXT Ermor [(x6ab] retrieving the value for Audit Policy > Logon/Logaff N
DOM.0031 Remote Desktop Logon Menitoring Show Details mor [BxBab] retrieving the value for Audit Policy > Logon/Logoff N
DOM.0030 Remote Logon with Local Accounts Mo Add Exception for This Rule mor [(x35] retrieving the value for Audit Policy > Logon/Logoff > i
DOM.0030 Remote Logon with Local Accourts Mo Add Exception for All Rules or [Ox6ab] retrieving the value for Audit Policy > Logon./Logoff J
DOM.0030 Remote Logon with Local Accounts Mo Select All mor [(x6ab] retrieving the value for Audit Policy > Logen/Logoff ;
DOM.0030 Remote Logon with Local Accounts Monitoring il J5X2 Error [(x6ab] retrieving the value for Audit Policy > Logon/Logoff
RMR 0004 Updates Disabled & ComputerTestAcct 001 Ermor [(x274c] retrieving the value for Update Enabled 1
RMR.0004 Updates Disabled 1hS5XT Ermor [(x274c] retrieving the value for Update Enabled ‘
RMR.0004 Updates Disabled 1 JSX2 Error [0 274¢] retrieving the value for Update Enabled - :

-
-
- |
e —| [ TT
©2023 Javelina Software Help | About

Figure 5: Reviewing detecting issues

Right-click on an issue or error and select Add Exception for This Rule to prevent the object from
being evaluated against this particular rule in the future. Select Add Exception for All Rules to
prevent the object from being evaluated against all rules in the future. Exceptions can be
managed at a later time from the Exceptions tab of the Settings view.
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After repairing the issues detected, close the Scan Results dialog, and click View Report to generate a
new scan report showing the actions that have been applied to each of the issues found. Send this report
to coworkers to document the fixes made, or save it for use during a security audit.

HTML Scan Report

The scan report is an important tool to document the exact security issues in your environment.
This makes it valuable to IT professionals and malicious actors alike. Keep these reports in a
safe place!

And that’s all there is to it. Continue running scans manually using the process above, or use the
Schedule tab of the Settings view to configure automatic scans that run on a regular basis. RMR
comes with two scheduled scans configured by default. The Daily Full Scan contains the full set of
RMR rules, and runs at midnight. The Weekly Inactive Object Cleanup scans for user and computer
accounts that haven’t logged on to the network in a while, and automatically quarantines those

accounts.
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RMR Main Interface

The RMR main interface is divided into 4 main sections, highlighted in the image below. The
following chapters of this document will provide a technical description for each of the main views
of RMR, and any dialogs they contain.

9]
RMH Active Directory

1
i 1
] ]
1 .
1 Status Quarantine Update I
! I
i /\ |
! 1
I U I
! I
! E
'y STORY
1
: License Type: Demo 1
SETTINGS 1
SETINGS : Days Remaining: 299 Scan Area Next Scan I
1
| Domain Objects: 5646 . 1
1 Locations: 1 Date: 3/9/2023 I
1 Licensed Objects: 100000 i
] Objects: 5646 Time: 12:00:00 AM I
! I
! I
: |
! )
' I
! Last Scan Last Scan Results  [Blank Passwords v
1
! I
! J
o e i Y
i — - ————— N N N N S S S S R NN NN S SN S SN SN S SN S S S S S S -‘
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Figure 6: RMR Main Interface

I - Header Bar
The header bar shows the product name and color theme.

2 - Navigation Bar
The navigation bar on the left side of RMR is the primary navigation tool for RMR. It has links to
each of the main views (Home, Scan, Quarantine, etc).

3 - View Pane
The view pane displays the currently selected view from the navigation bar. These views are
described in detail in the following sections of this document.

4 - Status Bar
The status bar at the bottom of the view pane shows the copyright information, and contains links
to see the version number details and access this user manual.
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Home View
The Home view is a dashboard with links to other sections of RMR, as well as current settings and
statistics from recent scans. The dashboard contains the following panels:

Quarantine

QUARANTINE G
License Type: Demo
SETTINGS :
Days Remaining: 298 Scan Area Next Scan
Domain Objects: 5646
Locations: 1 Date: 3/9/2023
Licensed Objects: 100000 . .
Objects: 5646 Time: 12:00:00 AM
Last Scan Last Scan Results  [lank Passwords v|
5~ . h
©2023 Javelina Software Help | About

Figure 7: Home Sweet Home

Dashboard Panels

Status Panel
See the current status of your RMR license, including the Expiration Date and number of Licensed

Obijects. Click the Register button to modify the current license.

Quarantine Panel

See the current number of objects in the RMR quarantine. User and computer accounts may be
disabled and moved to the quarantine if they are found in violation of a rule during scanning.
Obijects in the quarantine may be deleted automatically after a period of time, as configured in
the General tab of the Settings view.

Update Panel
Click the Update Now button to check for updates for RMR. Automatic updates can be configured
on the Updates tab of the Settings view.

Scan Area Panel
See the number of objects in your configured scan area. If this total is larger than the Licensed
Obijects total in the Status Panel, your RMR scans will terminate before scanning all objects.
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See when your next scheduled scan will occur. Click the Schedule button to navigate to the
Schedule tab of the Settings view, where you can configure scheduled scans.

See the results from your most recent RMR scan. Click the Details button to open the Scan Results
dialog, where you can see the full list of issues detected during the scan, and any errors
encountered.

See what percentage of the objects in your most recent scan passed a specific rule. Use the
dropdown list to switch to viewing a different rule from the scan.
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Scan View
The Scan view, as the name suggests, is the section of RMR used to conduct scans.

Select a Scan
When first navigating to this page, you'll see a selection of 3 types of scans to run, described

below.
o
nM H Active Directary
71 Home Select a Scan
FULL SCAN QUICK SCAN CUSTOM SCAN
Perform a comprehensive scan of Test your network against only the Fully configure the scan by
your network. In addition to issues most serious vulnerabilities. Use specifying precisely which areas of
that present an immediate security this scan to detect and repair the network to scan and which
concern, this scan will locate object security flaws that require alert conditions to consider.
settings that fall short of immediate action.
T) HistoRY Microsoft's best practices, or
= which may be contributing to
decreased performance.
SETTINGS
©2023 Javelina Software Help | about
Figure 8: Selecting a Scan
Full Scan

Full Scans provide you with a thorough view of the security flaws in your Active Directory network,
ranging from critical issues that require immediate attention (like “Users with Blank Passwords”) to
relatively benign situations that could lead to issues in the future (like “Inactive Users” and “OUs
not protected from Accidental Deletion”). Full Scans include all rules.

Quick Scan

Quick Scans are used to identify only the most serious security flaws in your network. These issues
provide opportunities for attackers and should be considered immediate concerns. As the name
implies, the Quick Scan can be used to quickly determine whether you’ve addressed your
network’s most critical security holes. Quick scans include all rules of medium severity or higher.

Custom Scan

Custom Scans allow the user to fully configure the scan. Select a specific scan area to quickly
identify security issues within a troublesome segment of your directory. Or, toggle individual rules
on or off to control which kinds of issues the scan will detect.
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Custom Scan Configuration
If you choose to run a Custom Scan on the Select a Scan page, you'll be taken to the Custom Scan
Configuration page next to set up the custom scan.

T Home Custom Scan Configuration

Specify areas of your Active Directory network to scan, and check the rules in the grid to evaluate against your network.

Scan Area: <1 location> Javelina Software MODIFY

RQUARANTHE Check the rules you wish to apply during this scan:
-
~| Rule |D Rule Name Severity
HISTORY -
~l DOM.0D04 &4 Directory Service Availability Viedium
~ DOM.0010 &3 SID Filter Quarantining on External Trusts
 DOM.O0T1 & SID Filter Quarantining on Forest Trusts
b DOM.0012 5 Selective Authentication for Outgoing Trusts
~ DOM.0013 2 pre-windows 2000 Compatible Access Group
~ DOM.0015 & cross-Directory Privileged Group Membership Viedium
~ DOM.0016 4 Domain Functional Level Medium

¥ DOM.0017 B Replication Schedule Medium

 DOM.D025 S Delegation of Privileged Accounts High

CANCEL START 5

©2023 Javelina Software Help | Abaut

!

Figure 9: Selecting a Scan

The following table has a description of the fields used to create a custom scan:

Scan Area A list of OUs to scan. Defaults to the scan area configured on the General
tab of the Settings view. Change with the Modify button.

Rule Grid A table containing the available rules for this scan. Use the checkbox next
to each rule to activate it for the scan. Recommended fixes are not
performed automatically in custom scans.

Cancel Go back to the Select a Scan page.

Start Scan Start the scan using the settings above.
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Scan Progress
After starting a scan, the Scan view will change to show various statistics about the scan in
progress, as well as buttons to temporarily pause or cancel the scan.

0
HMB Active Directory

Scan in Progress

|

Current Object: happymail.net/AD Import OU/AAA Test OU/AdamOUS/Andre Patinaude
Objects scanned: 270

Time elapsed: 00:00:24

Time remaining: 00:01:25

Issues detected: 657

CANCEL ‘

PAUSE

©2023 Javelina Software Help | About

Figure 10: Waiting patiently...

Along the top of the scan progress page, you'll see a progress bar indicating how far long in the
scan you are. The following table has a description of the fields displayed while the scan is in

progress:

Pre-Scan Action Before processing individual objects, several pre-scan actions will take
place. These “setup” actions are displayed here.

Current Object After the pre-scan actions have been completed, RMR will individually scan
each object in your Scan Area for vulnerabilities. This field shows the name
of the object currently being scanned in canonical format.

Objects scanned The number of objects in the scan area that have been scanned so far.
Time elapsed The amount of time the scan has been running.
Time remaining  An estimated time remaining until the scan completes.

Issues detected The number of issues detected so far.

At the bottom of the scan progress page, use the Pause button to delay the scan temporarily or

Cancel to abort the scan entirely.
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Scan Summary
When RMR completes a scan, the Scan view will change to show the scan results.

Scan Summary

ED QuARANTINE

Your scan is complete.

€1) HisToRY

Objects scanned: 1244

SETTINGS Scanning errors: 0

1 2 Issues detected: 3329
\ Actions taken: o

Time elapsed: 00:00:35
Scan Score

VIEW DETAILS | | VIEW REPORT ‘ | FINISH ‘

©2023 Javelina Software Help ‘ About

Figure 11: Reviewing your results

The main section of the page contains some statistics for the scan, so you can see “at a glance’
how your network performed.

Scan Score A score from O to 100 assigned to your Active Directory for this scan.
Higher scores are better. A score of 100 does not indicate a perfectly
secure network, but rather that RMR found no vulnerabilities with the
scanned objects against the selected ruleset.

Objects scanned The total number of objects scanned.

Scanning errors  The number of errors that occurred while scanning objects. Scanning errors
include anything that prevented RMR from evaluating a rule against
objects in your network. Scanning errors do not affect your Scan Score.

Issues detected The number of issues identified during the scan.
Actions taken The number of actions taken against objects with issues detected.

Time elapsed The amount of time needed to complete the scan.

Along the bottom of the page, click View Details to open the Scan Results dialog or View Report
to generate an HTML report with a print-friendly version of the scan findings. When you’re done
reviewing the scan, click Finish to return to the Select a Scan page. Scan results can be revisited
at any time from the History view.
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Quarantine View

The RMR quarantine shows objects that have been disabled and moved into a special container in
Active Directory. These objects will be automatically deleted from Active Directory according to
the time period specified on the General tab of the Settings view.

0
RMH Active Directary

Quarantine
These objects have been disabled and moved into quarantine. Use the buttons below to permanently delete these objects, or
to restore them to their original locations.
Object Mame When Quarantined
e) happymail net /russ fisenko 03/14/2023 - 12:08 PM
1) HisTORY
-
In Quarantine: 1 object REERESH ‘ ‘ RESTORE ‘ ‘ DELETE ‘
©2023 Javelina Software Help | About

Figure 12: A new home for suspicious accounts

In its default configuration, inactive accounts and accounts with suspicious administrator rights
(indirectly granted through SID History, GPO modify, or AdminSDHolder modify) will be
quarantined if detected during a scan.

Use the buttons along the bottom of the page to interact with objects in the quarantine.

Refresh Rescan the quarantine to ensure that the list is accurate.

Restore Re-enable the selected objects, and move them back to their original
location. The Restore button can be used to handle objects incorrectly
added to the quarantine, or to re-activate objects once their underlying
security issues have been addressed.

Delete Permanently delete the selected objects from Active Directory.
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History View

After running a scheduled scan, you'’ll want to see the results and take care of any issues it

detected. The results from all previous scans, including scheduled scans, can be analyzed from the

History view.

Q

nMB Active Directary

HOME History

SETTINGS

The grid below displays a list of recent scans. Select a scan and click the View Details button below for a list of issues identified
by the scan and any actions taken on the offending objects.
Start Time Duration Scan Type Scanned Scan Errors Issues Actions Score
2172023 -1212PM 08m 40s Quick 4400 24 4101 0 1
2/17/2023 - 12:00 AM 12m 458 Scheduled 5652 23 10926 0 24
2/16/2023 - 211 PM 07m 43s Quick 5h6b2 23 102 1] 95
2/16/2023 - 12:00 AM 11m 53s Scheduled 5652 23 10926 0 24
2/15/2023 - 6:39 PM 07m 33 Quick 5652 23 102 0 95
2/15/2023 - 217 FM (6m 425 Quick 5652 23 102 0 55
2/15/2023 - 12:00 AM 10m 31s Scheduled 5652 23 10926 0 24
2/14/2023 - 12:00 AM 09m 21s Scheduled 5652 23 10926 0 24
2/13/2023 - 12:00 AM 08m 23s Scheduled 5652 23 10926 0 24
2/12/2023 - 12:00 AM 07m 24s Scheduled 5652 23 10926 0 24
2/11/2023 - 12:00 AM 06m 37s Scheduled 5652 23 10926 o 24
2/10/2023 - 12:00 AM 05m 44s Scheduled 5652 23 10926 0 24
2/9/2023 - 3:28 FM 02m 128 Quick 5652 23 102 0 95
2/9/2023 - 316 PM 04m 28s Custom 5652 23 10926 0 24
-
VIEW REPORT ‘ ‘ VIEW DETAILS ‘
©2023 Javelina Software Help | About

Figure 13: History View

The history grid includes several statistics so that you can see “at a glance” how your network has

performed over time.

Start Time

Duration How long did the scan take to complete?

Scan Type

When did the scan start running?

Scanned How many objects were scanned?

Scan Errors

How many errors occurred while trying to test for issues?

How was this scan launched? Possible values include Full scan, Quick scan,
Custom scan, and Scheduled scan.

Issues How many security issues were detected?
Actions How many actions have been taken to fix those issues?
Score A score from 0-100 used to indicate how well your network graded

against the scan’s ruleset.
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Use the buttons along the bottom of the page to see more details from the selected scan.

Refresh Refresh the page to show information from any RMR scans that have
completed since the page was last opened.

View Report Open an HTML summary for the selected scan. This document will list all
issues detected, as well as any actions taken with RMR to fix them.

View Details Open the Scan Results dialog to see a detailed list of scan findings. The
Scan Results dialog can also be used to fix detected issues.
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Settings View
Use the Settings view to control how RMR looks and acts. Settings are divided into tabs, which are
explained in detail in the following sections of this document.

General Tab

The General tab of the Settings view contains a selection of settings that affect the whole application.

Q
HMR Active Directory

Settings

General Rules Schedule Exceptions Logs Email Updates License

th:ﬂ) QUARANTINE ul Seﬁings Visual Theme Default

€0) HisoR Quarantine Delete Objects Never
Location

happymail.net/Program Data/lavelina Software/ADRMR/Quarantine

-
Scan Area Location Scope Level

[E3 Accounting Staff Entire Subtree

(21 Contacts This Object and Its Children

[23 Engineering Entire Subtree

(=3 Groups Entire Subtree -

| ADD ‘ | REMOVE ‘v LEVEL |v

©2023 Javelina Software Help | About

Figure 14: General Settings

The following table provides a short description of the settings on the General tab:

Visual Theme Choose amongst a curated selection of beautiful visual styles for RMR.

Delete Objects The maximum time objects can stay in the quarantine before they are
automatically deleted. Select “Never” to leave objects quarantined
indefinitely.

Location Click the [...] button to modify the location of the quarantine. Moving the

quarantine will not move any previously quarantined objects inside.

Scan Locations The default scan area to use for all scans. This scan area can be
overwritten for custom and scheduled scans. If left empty, the default scan
area will be the domain of the user that installed the software. Click Add
to add an additional location to the list, Remove to remove the selected
location, and Level to adjust how many levels of subfolders to include.

Scanning objects in other domains
RMR for AD is designed to work within a single domain. To scan another domain, you'll need
a second RMR installation on a machine in the second domain.
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Rules Tab

The Rules tab of the Settings view contains a list of all available rules. Double-click a rule, or
select a rule and click Details to launch the Rule Editor, where you can see more information about
the selected rule, and adjust its configurable settings and recommended fix.

T Home Settings
General Rules Schedule Exceptions Logs Email Updates License
The following rules are used to locate issues in your Active Directory network. Use the Details button to see more
information about the selected rule, and maodify any adjustable rule settings.
Rule ID Rule Name Fix Severity =
RMR.0014 &7 FSP with GPO Rights High
RMR.0015 !) Dangerous Lockout Policy Modify Lockout Policy High
RMR.0016 s Insecure Lockout Policy Modify Lockout Policy High
RMR.00T7 !) Ingecure Password Policy Modify Password Palicy Low
RMR.0018 1| Reversible Computer Password Prohibit Reversibly Encrypted Password Medium
RMR.0019 !) Reversible User Password Prohibit Reversibly Encrypted Password Medium
RMR.0020 !) Soon to Expire User Send Email Informational
RMR.0021 S Expired User Quarantine Informational
RMR.0022 !) Old Kerberos Account Password Reset Kbtgt Password Medium
RMR.0023 il Old Local Admin Password Mediur
RMR.0024 S Cld User Password Set Must Change Password Low
DAD ONOE - B A Dersieed. Cot D A Diiead. 1 hd
DETAILS
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Figure 15: Changing the Rules

The rule grid contains the following columns:

Rule ID A unique identifier for the scan rule.

Rule Name A name for the rule, that describes the violation it is used to detect.

Fix The recommended fix for this rule. This is the action that will occur if the Fix
Now button is pressed in scan results, and can be modified in the Rule
Editor.

Severity The severity of a rule indicates how big of a security issue this rule is if

detected in your network. Values range from Informational (not a security
issue) to High (very important to address immediately).

To learn how to use the Rule Editor to make changes to individual rules, see the Rule Editor dialog.
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Schedule Tab

RMR is most effective when scans are run on a regular basis. This type of scheduled scan can be
set up on the Schedule tab of the Settings view.

0
nM n Active Directory

T Home Settings
General Rules Schedule Exceptions Logs FEmail Updates License
Create and modify scans that will run automatically at the scheduled times.
QUARANTINE
Status Mame Location Trigger Rule Count
T STORY T Do "
"\‘E-;} HISTORY v| Enabled (% Daily Full Scan <1 location> Delegated QL Every day at 12:00 AM 46
Dieabled (%3 Weekly Inactive Object Cleanup <Curent Domain: happymail net> Every Sunday at 01.00 AM 2
ADD ‘ ‘ MODIFY ‘ ‘ REMOVE ‘
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Figure 16: Scheduled Scans

The following table provides a short description of the settings on the Schedule tab:

Scan List A list of scheduled scans that have been added to RMR. By default, a
daily full scan is scheduled at midnight. Use the checkboxes at the left of
the grid to enable or disable scheduled scans.

Add Add a new scheduled scan to RMR.
Modify Modify the selected scan to change its target area, ruleset, schedule, etc.
Remove Delete the selected scheduled scan.

Customizing a Scheduled Scan

For more information about adding or modifying a scheduled scan, see the Scheduled Scan
Editor dialog.
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Exceptions Tab

Occasionally when RMR detects an issue with an object in your network, upon investigation this
issue is found to not be a security concern. Perhaps a limited-access guest account with a static
password is continuously detected as having an old password? Or maybe a computer detected as
not having the Windows firewall enabled is using a 3™ party firewall instead?

In situations like these, you might wish for future RMR scans to skip over these objects so that they
will not continuously clutter your scan results. This is the purpose of adding exceptions.

0

T Home Settings

General Rules Schedule Exceptions Logs Email Updates License

The following objects will be excluded from all scans. Modify the list with the Add and Remove buttons below.
Display Name Canonical Name Rules
&l DAGROUP1 happymail net/Computers/DAGROUP1 All Rules
ik DAG-ONE happymail net/Computers/DAG-ONE All Rules
1Kl DATABASEGROUP1 happymail net/Computers/DATABASEGROUP1 All Rules
ik COMPAQE100 happymail net/Computers/COMPAQE100 DOM.0025,DOM.0025.DOM.0030....
i INFERNO1 happymail net/Computers/INFERNC 1 DOM.0025,DOM.0025.DOM.0030....
1% HPLAPTOP happymail net/Computers/HPLAPTOP Al Rules
ik LAPTOP2008 happymail net/Computers/LAPTOP 2008 All Rules
ik LAPTOPS8 happymail net/Computers/LAPTOP S8 DOM.0025,DOM.0025.DOM.0030....
1Kl POSSUM happymail net/Computers/POSSUM DOM.0025,DOM.0025,DOM.0030....
ik TOSHIBA-LAPTOP happymail net/Computers/ TOSHIBA-LAPTOP DOM.0025,DOM.0025.DOM.0030....
i TestComputer happymail net/Computers, TestComputer DOM.0025,D0OM.0025,DOM.0030....

ADD ‘ ‘ MODIFY ‘ ‘ REMOVE ‘
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Figure 17: Settings View Exceptions Tab

The following table provides a short description of the settings on the Exceptions tab:

Exception List A list of objects that will be excluded from RMR scans. Obijects can be
excluded from specific rules, or excluded from all rules.

Add Add one or more new objects to exclude from future scans.
Modify Modify the currently selected exception(s).

Remove Delete the selected exception(s).
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Logs Tab

The Logs tab of the Settings view contains configuration settings for diagnostic logging and usage
tracking. Diagnostic logs are used predominantly by Javelina technical support staff to
troubleshoot error conditions. Usage tracking involves sending anonymous statistics to Javelina to
help us identify areas of the program deserving of future development.

0

HOME Settings

General Rules Schedule Exceptions Logs Email Updates License

This application automatically creates log files in order to aid in diagnosing error conditions. We
recommend leaving the log level setting at 0 or 1 for minimal logging unless otherwise instructed by our
technical staff.

HISTORY Log Level: 1 -- Errors - Log Size: 100000 (bytes)

Log Path: C\ProgramData\Javelina Software\Commonilogs\ I:l

RMR for Active Directory collects usage information such as how often the program is launched, crash
reports, and configuration settings for specific features. This information allows us to identify which
parts of the software are most important to our users, and deserving of future development. All
information collected is anonymous, analyzed in bulk, and cannot be linked back to you personally.

v|Help make RMR better by allowing collection of anonymous usage statistics Thank you!
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Figure 18: Settings View Logs Tab

The following table provides a short description of the settings on the Logs tab:

Log Level The amount of data stored in the log files. We recommend leaving this
setting at 1 — Errors unless instructed otherwise by technical support.

Log Size The maximum size of a log file before a new log file is created. A
maximum of 2 log files will exist at any time.

Log Path The location where log files are stored.

Help make RMR  Check this button to allow collection of usage statistics. Thank you!
better...
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Email Tab

To send scan results via email, you'll want to set up the mail settings on the Email tab of the
Settings view. Choose Use an SMTP Server..., and then click Configure to modify the SMTP
server settings.

9}
HMR Active Directory

{ar  HoME Settings

General Rules Schedule Exceptions Logs Email Updates License

Use the settings below to configure how the program sends scan results via email.
["’:3} QUARANTINE
Do not Send E-mail

. ® Use an SMTP Server to Send E-mail COMNFIGURE
v‘\}.'_; HISTORY
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Figure 19: Settings View Exceptions Tab
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To modify the SMTP settings used to send emails, use the fields on the SMTP Email Settings dialog.

SMTP Email Settings

Conligure the SMIP setlings

Use the settings below to configure how to send emails. TEST SETTINGS

Display Name: RMR. Admin

E-mail Address: rmradmin@gmail. com

Server Mame: smtp. gmail.com Paort; 455

My Server Requires Authentication Encryption

Account Name;  rmradmini@gmail.com Use secure connection (S5L)

Password:

[[1Log On Using Secure Password Authentication

oK CANCEL

Figure 20: SMTP Email Settings

The following table provides a short description of these settings:

Test Settings

Display Name

Server Name

Port

My Server Requires
Authentication

Account Name
Password

Log on using secure
password authentication

Use secure connection

(SSL)

Sends a test message to the E-mail address below to confirm
that the settings work as intended.

The sender name that will appear when you receive an email
from RMR.

The DNS name of your SMTP server.
The port to use to send email from the SMTP server. Commonly-

used ports include 25, 465, 587, and 2525.

Check this box if your mail server requires authentication to send
mail.

The username you use to log in to your mail server.
The password you use to log in to your mail server.

Secure Password Authentication is a proprietary Microsoft
protocol to authenticate mail clients. Most mail servers will not
require this setting.

Use a secure protocol to send emails. Use of SSL is highly
recommended when sending emails with RMR.
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Updates Tab

Updates to RMR can be detected and installed directly from the program. Users with a non-
expired license are eligible to receive updates to the software free of charge. By default, RMR
will check for updates daily at midnight. After finding and downloading an update, it will be
installed the next time the program is launched. Use the Updates tab of the Settings view to
configure the update schedule and related settings.

@)
HM H Active Directary

Settings

General Rules Schedule Exceptions Logs Email Updates License

Use the button below to check for and install the latest versions of the saftware,

CHECK FOR UPDATES

Last check: 2/21/2023 10:55 AM

€D  QUARANTINE

i) STORY
#L)  HisTORY

Use the controls below to configure automatic updates.

v Check for updates automatically

Every day V| at ‘12:&0 AM S

@ Install updates automatically on startup

Prompt to install updates on startup
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Figure 21: Update Settings

Use the Check for Updates button to have RMR check for any available updates. If an update is
detected, you will be prompted to install the update. The bottom half of the screen is used to

configure automatic updates. The following table has a description of the controls and how they
will affect RMR:

Check for Check this box to have the program automatically detect and download
updates updates on a schedule. By default, RMR checks for updates every day at
automatically midnight. Clear this box if you want to manually install updates to RMR.

Note: We recommend keeping this box checked to ensure that you have
the latest scan rules and other new features as soon as they are released.

Install updates Select this option to have RMR automatically install previously downloaded
automatically updates when the program is launched.
on startup

Prompt to install Select this option if you want the option to delay installing previously
updates on downloaded updates. On startup, you will be notified of a pending
startup update, but will be given the option to postpone it until a later time.
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License Tab

The License tab of the Settings view contains the details for your active RMR subscription. Use the
Register button to extend your subscription. When you enter your new license, be sure to enter
the fields exactly as they appear in your license email.

Settings

General Rules Schedule FExceptions Logs Email Updates License

Configure the registration information for the program.
€D quaranTine

Serial Number: PH2GA-UQ539-EWTDS-5BZWK-7XHDD
v-:l_:‘; HISTORY Version 0.9.1.8
Expiration Date: 1/1/2024
License Count: 100000
License Type: Demonstration Copy

REGISTER
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Figure 22: License Settings

ADEMR

A Register Software

WARHNING! Your demonstration license will expire in 294 days.

Serial Number: PH2GA - UQS539 - EWTDS - SEZWK - 7XHDD -
Expiration Date: 1 1 2023 | (MM - DD - Y¥YY)

License Count: 500

Password: ABC1FE25

OK CANCEL

Figure 23: Register Software dialog
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Common Resources

Throughout the RMR interface, you'll see several views/pages/dialogs appear in multiple
locations. This section of the user manual is dedicated to these common resources. Continue
reading to discover where each resource appears, its purpose, and a detailed description of the
controls it contains.

Scan Results dialog

The Scan Results dialog is where you can review a detailed summary of your RMR scan. This
dialog is available immediately after a scan completes on the Scan view, or at a later time from
the History view. It includes the issues detected by the scan, objects that could not be scanned, and
the ruleset used for the scan.

The Scan Results dialog contains the following tab pages:

General Tab
Get a quick summary of the scan, including which type of scan was run and which areas of your
network were analyzed.

Scan Results

Scheduled Sean iroem 3/9/2023 @ 12:00 AM

General Issues Scan Errors  Ruleset

Scan Type: Scheduled

Scan Area: happymail.net

Rule Count: 43

Results:

Objects Scanned: 5646

Scanning Errors: 23

Issues Detected: 10838 24
Actions Taken: 0

Time Elapsed: 00:07:46

Scan Score

CLOSE

Figure 24: Scan Results General Tab

The Scan Score on this tab represents how your network graded out on a scale of O to 100.
Though a higher score is better, do not assume that a perfect score indicates a network free of
security holes. After all, RMR only checks your network against the rules specified, and new
vulnerabilities are discovered every day.
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Issues Tab

The most important tab of the Scan Results dialog, this is where you'll go to see exactly what
issues were discovered, and fix them. This tab contains a table with a row for each issue detected
during your scan. Each row contains the Rule Name and Severity, the name of the affected
Object, a Recommended Fix, and a list of Actions that have been performed so far.

Scan Results

Scheduled Scan irom 3/9

General Issues Scan Errors  Ruleset

The following issues were identified during the scan. Issues appearing in strikethrough have been added as exceptions and will not be
detected in future scans. Use the buttons below the grid to perform or undo fixes for the selected issues.

Severity Rule ID Rule Name Object Name Recommended Fix Actions Applied
High RMR.O012  User with GPO Rights S paula patton Quarantine Mone

High RMR.0012  User with GPO Rights B Tom Hickey GQuarantine Mone

Medium DOM.0029  Administrator Account Montoring — gi&l SMOKEY Set Audit Policies Mone

Medium DOM.0029  Administrator Account Montoring &l SUZY2 Set Audit Policies Mone

VMedium DOM.0036 Delegation for Domain Systems 1| ComputerTestAcct 001 Disable Trusted For Delegation  Mone

Medium DOM.0016  Domain Functional Level & happymail None

Mediu RMR.0028  Inactive Admin Accourt B Admin Quarantine None

Medium RMR.0028  Inactive Admin Account E) Becky Taylor Quarantine Mane

Medium RMR.0028  Inactive Admin Accourt E, Clone Test Quarantine Mone

Me:dium RMR.0028  Inactive Admin Accourt 5 Clone Wars Quarantine MNone

Medium RMR.0028  Inactive Admin Account S ConingA Delgada Guaranting Nane -

ACTIONS | A

Figure 25: Scan Results Issues Tab

‘ FIX ‘

The following table contains short descriptions for the controls on the Issues tab:

Issue Grid A list containing all the findings from the scan. Double-click on a row, or
right-click and select Show Detudils to open the Issue Details dialog and see
more info about the selected issue.

Fix Perform the recommended fix for each object selected.

Actions Perform a different action on the selected objects. The Actions menu
contains many actions that you can perform in addition to the Recommend
Fix, including Disable, Set Password, Move, Quarantine, and many more.

Undo Undo the action(s) that have been performed on the currently selected
objects, restoring the objects to their previous state.

Add Exception  Add the currently selected objects to a list of exceptions, so that they will
not be detected in future scans. The Exceptions list can be managed from
the Exceptions tab of the Settings view.
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Scan Errors Tab

Quarantine

A common recommended fix is the Quarantine action. When objects are quarantined, they
are disabled and moved to a special OU in Active Directory. From the Quarantine view,
quarantined objects can be permanently deleted, or restored back to their original location

and state.

Sometimes, RMR has trouble evaluating rules against objects in your network. This could be

because a computer is turned off, restricted access rights, or any number of other situations. When
this occurs, these incomplete tests are recorded here, so that administrators can investigate the

cause of the error, and manually inspect the objects listed.

Scan Results

Scheduled Sean itom 3/9/2023 @ 12:00 AM

General

Issues Scan Errors

Ruleset

The following errors were encountered during the scan. These objects should be manually checked for compliance. Objects appearing in
strikethrough have been added as exceptions and will not be detected in future scans.

Rule ID Rule Name Object Name Details

RMR.0005 Domain Controller Updates Disabled Ml JSVR1 Emor [(274c] retrieving the value for Update Enabled.
RMR.0003 Firewall Disabled i JSVR1 Error [(ke274c] retrieving the value for Firewall Enabled.
RMR.0003 Firewall Disabled i ComputerTestAcct 001 Error [(6] retrieving the value for Firewall Enabled.
RMR.0003 Firewall Disabled il JSx1 Emor [(6] retrieving the value for Firewall Enabled
RMR.0003 Firewall Disabled i J5X2 Error [(6] retrieving the value for Firewall Enabled.
DOM.0025 Administrator Accourt Monitoring il JSVR1 Error [(ke35] retrieving the value for Audit Policy > Accourt M...
DOM.0025 Administrator Accourt Monitoring i ComputerTestAcct 001 Error [(ke6ab] retrieving the value for Audit Policy > Account ...
DOM.0025 Administrator Accourt Monitoring i 5K Error [(ke6ab] retrieving the value for Audit Policy > Account ...
DOM.0025 Administrator Account Monitoring ik JSx2 Emor [(6ab] retrieving the value for Audit Policy > Account ...
RMR.0023 Old Local Admin Password i ComputerTestAcct 001 Ermor [(ke274c] retrieving the value for Local Admin Pwd Age.
RMR.0023 Old Local Admin Password i 5K Ermor [(ke274c] retrieving the value for Local Admin Pwd Age.

-

CLOSE

The following table contains short descriptions for the controls on the Scan Errors tab:

Figure 26: Scan Results Errors Tab

Errors Grid

Add Exception

A list containing all the object tests from the scan that resulted in an error.
Double-click on a row, or right-click and select Show Details to open the
Error Details dialog and see more info about the selected error.

Add the currently selected objects to a list of exceptions, so that they will
not be detected in future scans. The Exceptions list can be managed from

the Exceptions tab of the Settings view.




35 Common Resources | Scan Results dialog

Ruleset Tab

The Ruleset tab contains a list of the rules that were used to evaluate your network during this
scan. Select a rule and click the Details button to read about the purpose of the rule, confirm
exactly which settings the rule is checking, and find out how the issue can be manually checked
for, or repaired if detected.

Scan Results

Seheduled Sean from 3/9/:

General Issues Scan Errors Ruleset

The following rules were used in this scan to locate issues in your Active Directory network. Use the Details button to see more information
about the selected rule, including the configuration used for any adjustable rule settings.

Rule ID Rule Name Fix Severity =
FOR.0002 255 Anonymous AD Access Disable Anorymous Access Medium

FOR.0003 1| Time Synchronization-Authoritative Source Set Windows Time Server Medium

FOR.0005 ﬂ& Schema Admins Group Membership Modify Member List

RMR.0001 [E3 Empty OU Delete Object Informational
RMR.0002 ﬂ& Empty Group Informational
RMR.0003 1% Firewall Disabled Enable Domain Firewall High

RMR.0004 1% Updates Disabled Enable Automatic Updates Medium

RMR.0005 1% Domain Controller Updates Disabled Enable Automatic Updates High

RMR.0006 5 51D History Admin Quarartine High

RMR.0007 ﬂ& 51D History Admin Group High

RMR.0008 ,5" SID History Admin FSP High -

DETAILS CLOSE

Figure 27: Scan Results Ruleset Tab

The following table contains short descriptions for the controls on the Ruleset tab:

Rules Grid A list containing all the rules that were evaluated during the scan. Double-
click on a row, or click the Details button below to get more information
about the selected rule.

Details Launch the Rule Settings dialog to see more information about the selected
rule, including its purpose, optional configuration, and how it can be
manually evaluated.
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Issue Details dialog

The Issue Details dialog is launched whenever you double-click or right-click on an issue in the
Scan Results dialog to select Show Details. It contains details about the issue detected, including
the exact reason for the detection, and how the finding can be manually confirmed.

The Issue Details dialog contains the following tab pages:

Result Tab
The Result tab of the Issue Details dialog contains information about the conditions that triggered
the object to fail the test.

Issue Details

Insecure Password Policy RMR.0017

Result RulelInfo Rule Settings Fix Manual Check Manual Fix

Rule: Insecure Password Policy
Object: happymail.net/WorkHorse/Test/Feltrin Massimo

Result: Failed

Details:

This object's password policies derive from the happymail.net domain policy. The policy's settings
are: complexity - enabled, minimum length - 8 characters, maximum age - 42 days, and password
history - 24 passwcrds.|

CLOSE

Figure 28: Issue Details Result Tab

The following table contains short descriptions of the fields on the Results tab:

Rule The name of the rule that was broken.
Object The canonical name of the object that broke the rule.
Result The result of evaluating this object against this rule. The Result field will

show as Failed on the Issue Details dialog.

Details The specific configuration in your Active Directory that triggered the failure.
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Rule Info Tab

The Rule Info tab shows information about the rule which failed, including its RMR ID and severity
rating. It also provides a short description of the security holes that the rule is designed to prevent,
and the ramifications of allowing objects to exist in this state.

Issue Details

Insecure Password Policy RMR.0017

Result RulelInfo Rule Settings Fix Manual Check Manual Fix

RMR IO RMR.00T7T Severity: Low
Title: Insecure Password Policy

Synopsis: | A password policy should not be in place whose settings are less restrictive than the
Microsoft defaults.

Description:

Since 2008, password policies can be applied to individual user accounts. This rule identifies accounts
with password policy settings that are less restrictive than the Microsoft defaults. Such settings make
it easier for attackers to crack the passwords on these accounts.

CLOSE

Figure 29: Issue Details Rule Info Tab

The following table contains short descriptions for the controls on the Rule Info tab:

RMR ID The code used to uniquely identify this rule in the ruleset.

Severity The seriousness of this infraction. Severity levels range from High (very
important) down to Informational (not a security risk).

Title The name of the rule.
Synopsis A short description of the rule.
Description A longer description of the rule, including specific details about how objects

can fail to pass the rule, and the types of attacks that this vulnerability
permits.
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Rule Settings Tab

Some rules have configurable parameters that control how the rule is evaluated against objects in
your Active Directory network. If the rule evaluated during the scan had such configurable
parameters, they will be displayed on the Rule Settings tab.

Issue Details

INSEeure Password Policy RMR.0017

Result RulelInfo Rule Settings Fix Manual Check Manual Fix
N

This vulnerability will be automatically detected using the following settings:

Identify users who do not have to meet password complexity requirements
Identify users with a minimum password length less than:

7 characters
Identify users allowed to reuse:

24 previous passwords
Identify users that can change their passwords within:

day(s) of the most recent password change

Identify users that have a maximum password age greater than:

42 days

CLOSE

Figure 30: Issue Details Rule Settings Tab

Rule Settings

The settings shown on this page indicate the rule settings at the time the rule was used to scan
your network. If the rules have since been modified on the Rules tab of the Settings view, new
settings will affect future scans only.
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Fix Tab

The Fix tab is used to repair issues identified during a scan. Use the Fix Now button to
automatically repair the issue, if possible. The Fix Now action that will be performed is shown
below the grid, and can be modified on the Rules tab of the Settings view. Or, use the Actions
button to manually select another action to perform.

Issue Details

Insecure Password Policy RMR.0017

Result RuleInfo Rule Settings Fix Manual Check Manual Fix

Actions Taken: ACTIONS |~ FIX NOW

Action Status Details

Modify Password Policy v’ Success Password Policy Updated

Recommended Fix: Modify Password Policy

CLOSE

Figure 31: Issue Details Fix Tab

The following table contains short descriptions for the controls on the Fix tab:

Undo Undo any actions that have been performed on the object.

Actions Select an action from this drop-down to perform an action on the offending
object. Available actions include Quarantine, Delete, Reset Password, etc.

Fix Now Perform the recommended fix for this issue. The Fix Now action is displayed
below the grid, and can be changed by modifying a rule on the Rules tab
of the Settings view.

Actions Grid A list containing all the actions that have been taken on the offending
obiject.
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Manual Check Tab

Fix Now

Most issues have a simple recommended fix that you can perform immediately with the Fix
Now button. For those that don’t, you can still use the Fix tab to perform any of RMR’s
available Actions (Disable, Quarantine, Move, etc.) on the problematic object.

To verify vulnerabilities found by RMR, see the Manual Check tab of the Issue Details dialog. This
page displays instructions for manually locating the issue detected by RMR. It is theoretically
possible to confirm every issue detected by RMR with these instructions, but the scope and
recursive nature of some rules make them very time-consuming to process manually.

Issue Details

Insecure Passward Policy RMR.0017

Result RulelInfo Rule Settings Fix Manual Check Manual Fix
A\

To verify this vulnerability, perform the following steps:

Open Active Directory Administrative Center and navigate to the Password Settings Container under |«
the System OU. Right-click on each password settings object, and open the properties.

If any password settings objects have settings that are less restrictive than the Microsoft defaults, this
is a finding. Such settings include:

- Minimum password length less than 7

- Less than 24 passwords remembered

- Passwords that do not have to meet complexity requirements
- Minimum password age less than 1 day

- Maximum password age greater than 42 days

Finally, check the default password policy for the domain. Open an administrator PowerShell prompt
and enter following commands:

Import-Maodule activedirectory

fRat-ANNafanbNamainDaccownrADalice

CLOSE

Figure 32: Issue Details Manual Check Tab
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Manual Fix Tab

The Manual Fix tab contains a set of instructions to manually repair the issue identified. Follow
these steps to correct the issue if there is no automatic fix displayed on the Fix tab, or if you
prefer to make long and tedious adjustments to your Active Directory network yourself rather
than having RMR perform the fix automatically.

Issue Details

INSeeure Password Policy RMR.0017

Result RulelInfo Rule Settings Fix Manual Check Manual Fix
AN

To repair this vulnerability, perform the following steps:

Ensure that the active password policy on every user account in the domain will prevent users from
using insecure passwords. If the default domain policy or a fine-grain policy is found that does not
meet provide this protection, set the policy settings to at least the Microsoft recommendations.
These recommended settings for password policies are:

- Password at least 7 characters in length

- At least 24 previous passwords remembered

- Passwords must meet complexity requirements
- Minimum password age of at least 1 day

- Maximum password age at most 42 days

CLOSE

Figure 33: Issue Details Manual Fix Tab
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Error Details dialog

The Error Details dialog is launched whenever you double-click or right-click on a scan error in the
Scan Results dialog to select Show Details. It contains details about the rule being tested, the
exact error code returned, and how the rule can be manually evaluated and repaired.

The Error Details dialog contains the following tab pages:

Result Tab
The Result tab of the Error Details dialog contains information about the error message that was
triggered during the scan.

Error Dretails

Remote Legen with Lecal Aceaunts Menitaring DOM.0030

Result RuleInfo Manual Check Manual Fix

Rule: Remate Logon with Local Accounts Monitoring
Object: happymail.net/Test Accounts/JSX2
Result: Error

Details:

Error [Ox6ab] retrieving the value for Audit Policy > Logon/Logoff » Audit Logon.

Figure 34: Issue Details Result Tab

The following table contains short descriptions of the fields on the Results tab:

Rule The name of the rule that was being processed at the time of the error.
Object The canonical name of the object in question.
Result The result of scanning this object against the rule specified. The Result field

will show as Error on the Error Details dialog.

Details The specific error message returned from the RMR scanner. This field can
assist in troubleshooting scan errors, or provide insight into limited
permissions that are affecting the scan.
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Rule Info Tab

The Rule Info tab shows information about the rule which caused the error, including its RMR ID

and severity rating. It also provides a short description of the security holes that the rule is

designed to prevent, and the ramifications of allowing objects to exist in this state.

Error Details

Remote Logon with Lecal Accounts Monitering DOM.0030

Result RuleInfo Manual Check Manual Fix

RMR ID: DOM.0030 Severity: Medium
Title: Remote Logon with Local Accounts Monitoring

Synopsis: | Systems must be monitored for attempts to use local accounts to log on remaotely from
other systems.

Description:

Monitoring for the use of local accounts to log on remotely from other systems may indicate
attempted lateral movement in a Pass-the-Hash attack.

CLOSE

The following

Figure 35: Issue Details Rule Info Tab

table contains short descriptions for the controls on the Rule Info tab:

RMR ID

Severity

Title
Synopsis

Description

The code used to uniquely identify this rule in the ruleset.

The seriousness of this infraction. Severity levels range from High (very
important) down to Informational (not a security risk).

The name of the rule.
A short description of the rule.
A longer description of the rule, including specific details about how objects

can fail to pass the rule, and the types of attacks that this vulnerability
permits.
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Manual Check Tab

When RMR encounters an error trying to scan an object against a rule, you may wish to manually
check the object for conformance. The Manual Check tab of the Error Details dialog provides
instructions to do exactly this. It is theoretically possible to use these instructions to manually check
for every issue RMR can detect automatically, but the scope and recursive nature of some rules
make them very time-consuming to process manually.

Errar Details

Remete Logen with Local Accounts Menitoring DOM.0030

Result Rule Info Manual Check Manual Fix
A

To verify this vulnerability, perform the following steps:

Verify attempts to use local accounts to log on remotely from other systems are being monitored. =
Event monitoring may be implemented through various methods including log aggregation and the
use of monitoring tools.

Monitor for the events listed below. If these events are not monitored, this is a finding.

More advanced filtering is necessary to obtain the pertinent information than just looking for event
IDs.

Search for the event IDs listed with the following additional attributes:

Logon Type = 3 (Network)

Authentication Package Name = NTLM

Mot a domain logon and not the ANOMNYMOUS LOGOM account

Successful User Account Login (Subcategory: Logon)
4624 - An account was successfully logged on.
Failed User Account Login (Subcategory: Logon)

AR?S - An arcannt failad ta lna An hd

CLOSE

Figure 36: Error Details Manual Check Tab
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Manual Fix Tab

If you are able to manually identify an issue using the instructions on the Manual Check tab,
proceed to the Manual Fix tab to repair the issue. This tab contains a list of instructions for
manually repairing the detected vulnerability on the offending object.

Errar Details

Remote Logon with Lecal Accounts Monitoring DOM.0030

Result RuleInfo Manual Check Manual Fix

To repair this vulnerability, perform the following steps:

Monitor for attempts to use local accounts to log on remately from other systers. Event monitoring |4
may be implemented through various methods including log aggregation and the use of monitoring
tools.

Monitor far the events listed below.

More advanced filtering is necessary to obtain the pertinent information than just looking for event
IDs.

Search for the event IDs listed with the following additional attributes:

Logon Type = 3 (Network)

Authentication Package Name = NTLM

Mot a domain logon and not the ANONYMOUS LOGOM account

Successful User Account Login (Subcategory: Logon)
4624 - An account was successfully logged on.
Failed User Account Login (Subcategory: Logon)

AR?S - An arconnt failad ta lan an

CLOSE

Figure 37: Error Details Manual Fix Tab
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Rule Details dialog

The Rule Details dialog is launched when you double-click on a rule on the Ruleset tab of the Scan
Results dialog, or select a rule and click the Details button. It contains information about the
selected rule, including its severity, purpose, and additional configurable settings. This dialog is
completely read-only, and is used to document the settings for any rules used during a scan.

The Rule dialog contains the following tab pages:

Rule Info Tab

The Rule Info tab shows basic information about the rule, including its RMR ID and severity rating.
It also provides a short description of the security holes that the rule is designed to prevent, and
the ramifications of allowing objects to exist in this state.

Rule Details (read only)

Insecure Loekout Policy RMR.0016

Rule Info  Rule Settings  Fix

RMR. ID: RMR.0016 Severity: High
Title: Insecure Lockout Policy

Synopsis: | A lockout policy should not be in place whose settings are less restrictive than the Microsoft
defaults.

Description:

Since 2008, lockout policies can be applied to individual user accounts. This rule identifies accounts
with lockout settings that are less restrictive than the Microsoft defaults. Such settings can make it
easier for attackers to crack the passwords on these accounts,

Figure 38: Rule Details Dialog Rule Info Tab

The following table contains short descriptions for the controls on the Rule Info tab:

RMR ID The code used to uniquely identify this rule in the ruleset.

Severity The seriousness of this infraction. Severity levels range from High (very
important) down to Informational (not a security risk).

Title The name of the rule.
Synopsis A short description of the rule.
Description A longer description of the rule, including specific details about how objects

can fail to pass the rule, and the types of attacks that this vulnerability
permits.
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Rule Settings Tab
Some rules have configurable parameters that control how the rule is evaluated against objects in

your Active Directory network. If the rule evaluated during the scan had such configurable
parameters, they will be displayed on the Rule Settings tab.

Rule Details read only)

Insecure Loekout Poliey RMR.0016

Rule Info  Rule Settings  Fix

This vulnerability will be automatically detected using the following settings:

Identify users allowed to fail to log on maore than:

5 times

Identify users whose logon failure count resets after more than:

30 minutes

Identify users that will be locked out for less than:

30 minutes

CLOSE

Figure 39: Rule Details Dialog Rule Settings Tab

Rule Settings
The settings shown on this page indicate the rule settings at the time the rule was used to scan

your network. If the rules have since been modified on the Rules tab of the Settings view, new
settings will affect future scans only.
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Fix Tab

The Fix tab contains the recommended fix for the rule. If the rule was used in a scheduled scan
with automatic fixes enabled, the actions listed on this tab will have been applied to each object
found in violation of the rule. For all other types of scans, these are the actions that will occur if
the Fix Now button is clicked in the Issue Details dialog.

Rule Details (read only)

Dangerous Lockout Policy RMR.0015

Rule Info  Rule Settings Fix

Below are the recommended fixes for this vulnerability.

Fix Action

Modify Lockout Policy

Description:  Modify Lockout Policy

Abort actions on error

CLOSE

Figure 40: Rule Details Dialog Fix Tab

The following table contains a list of controls on the Fix tab:

Fix Actions List  Fix Action grid shows each of the actions that will happen if the Fix Now
button is pressed on the Issue Details dialog for a violation of this rule.
Double-click on an action to see any additional details available.

Description A name given to the set of actions above. This name is displayed in rule
grids throughout RMR, including in the Ruleset tab of the Scan Results
dialog, and the Rules tab of the Settings view.

Abort actions... When checked for rules with multiple fix actions, if an error occurs while
performing an action, the remaining actions will be skipped. If unchecked,
any remaining actions will continue being processed after the error.
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Rule Editor dialog

The Rule Editor dialog is launched when you double-click on a rule on the Rules tab of the Settings
view. It contains various tabs to configure the way a rule is evaluated and offending objects are
handled in your Active Directory network.

The Rule Editor dialog contains the following tab pages:

Rule Info Tab

The Rule Info tab shows basic information about the rule, including its RMR ID and severity rating.
It also provides a short description of the security holes that the rule is designed to prevent, and
the ramifications of allowing objects to exist in this state.

Rule Editor

Insecure Fassword Palicy RMR.0017

Rule Info Rule Settings Fix Manual Check Manual Fix

RMR 1D RMR.0017 Severity: Low
Title: Insecure Password Policy

Synopsis: A password policy should not be in place whose settings are less restrictive than the
Microsoft defaults.

Description:

Since 2008, password policies can be applied to individual user accounts. This rule identifies accounts
with password policy settings that are less restrictive than the Microsoft defaults. Such settings make
it easier for attackers to crack the passwords on these accounts.

oK

Figure 41: Rule Editor Dialog Rule Info Tab

The following table contains short descriptions for the controls on the Rule Info tab:

RMR ID The code used to uniquely identify this rule in the ruleset.

Severity The seriousness of this infraction. Severity levels range from High (very
important) down to Informational (not a security risk).

Title The name of the rule.
Synopsis A short description of the rule.
Description A longer description of the rule, including specific details about how objects

can fail to pass the rule, and the types of attacks that this vulnerability
permits.
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Rule Settings Tab

Some rules have configurable parameters that control how the rule is evaluated against objects in
your Active Directory network. If the selected rule has such configurable parameters, they will be
displayed on the Rule Settings tab.

For example, if RMR has stricter requirements for certain rules than you would prefer (rules like
“Inactive User” and “Insecure Password Policy”), you can modify those requirements here.
Although we suggest adopting the stricter standards rather than changing the rules, we
understand that this is not always possible.

Rule Editor

Inseaure Passward Bolicy RMR.0017

Rule Info  Rule Settings Fix Manual Check Manual Fix

This vulnerability will be automatically detected using the following settings:

v|Identify users who do not have to meet password complexity requirements
v|Identify users with a minimum password length less than:

. characters

7 -
v|Identify users allowed to reuse:

24 - previous passwords
v|Identify users that can change their passwords within:

1 : day(s) of the most recent password change

v||dentify users that have a maximum password age greater than:

42 - days

0K CANCEL

Figure 42: Rule Editor Dialog Rule Settings Tab
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Fix Tab

The Fix tab contains the recommended fix for the rule. If the rule is used in a scheduled scan with

automatic fixes enabled, the actions listed on this tab will be applied to each object found in
violation of the rule. For all other types of scans, these are the actions that will occur if the Fix
Now button is clicked in the Issue Details dialog.

Use this tab to view or adjust the recommended fix actions for the selected rule.

Rule Info Rule Settings Fix Manual Check Manual Fix

Rule Editor

INSECUIE Password Poliay RMR.0017

Configure the recommeded fix for this vulnerability using the controls below:

| up || DOWN ||ADD|v|‘ MDDIFY||REMENE

Fix Action

Modify Password Policy

Description: | Modify Password Policy

Abort actions on error

OK ‘ ‘ CANCEL

Figure 43: Rule Editor Dialog Fix Tab

The following table contains short descriptions for the controls on the Fix tab:

Up
Down
Add
Modify

Remove

Fix Actions List

Description

Abort on Error

Move the selected action up in the list of actions.
Move the selected action down in the list of actions.
Add an action to the list of Fix Now actions for this rule.

Configure the selected action in the Action List. For example, change the
destination OU in the Move action.

Remove the selected action from the list of actions.

A list of actions that will be performed on the offending object when the
Fix Now button is clicked in the Issue Results dialog.

Provide a display name for this recommended fix.

If you have multiple fix actions in the list, check this box to have RMR stop
performing actions if an error occurs. If unchecked, the remaining actions
will still execute if an error occurs during an earlier action.
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Manual Check Tab

The Manual Check page displays instructions for manually testing this rule against the objects in
your network. It is theoretically possible to confirm every issue detected by RMR with these
instructions, but the scope and recursive nature of some rules make them very time-consuming to

process manually.

Rule Editor

Insecure Password Policy

Rule Info  Rule Settings Fix Manual Check Manual Fix

RMR.0017

To verify this vulnerability, perform the following steps:

the System OU. Right-click on each password settings object, and open the properties.

is a finding. Such settings include:

- Minimum password length less than 7

- Less than 24 passwords remembered

- Passwords that do not have to meet complexity requirements
- Minimum password age less than 1 day

- Maximum password age greater than 42 days

and enter following commands:

Import-Module activedirectory
Rat-ANNafankNamainDaccownrdDalice

Open Active Directory Administrative Center and navigate to the Password Settings Container under |«

If any password settings objects have settings that are less restrictive than the Microsoft defaults, this

Finally, check the default password policy for the domain. Open an administrator PowerShell prompt

OK

CANCEL

Figure 44: Rule Dialog Manual Check Tab
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Manual Fix Tab

The Manual Fix tab contains a set of instructions to manually fix the problem if an object is found
in violation of this rule. Follow these steps to correct the issue if there is no automatic fix displayed
on the Fix tab, or if you prefer to make adjustments to your Active Directory network yourself
rather than having RMR perform the fix automatically.

Rule Editor

INSEcuUre Password Policy RMR.0017

Rule Info  Rule Settings Fix Manual Check Manual Fix

To repair this vulnerability, perform the following steps:

Ensure that the active password policy on every user account in the domain will prevent users from
using insecure passwords. If the default domain policy or a fine-grain policy is found that does not
meet provide this protection, set the policy settings to at least the Microsoft recommendations.
These recommended settings for password policies are:

- Password at least 7 characters in length

- At least 24 previous passwords remembered

- Passwords must meet complexity requirements
- Minimum password age of at least 1 day

- Maximum password age at most 42 days

0K CAMNCEL

Figure 45: Rule Dialog Manual Fix Tab
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HTML Scan Report

After running a scan, you'll have the option to view a report of the scan results. These reports can
be used to easily share the issues detected during the scan, or to document fixes performed with
RMR.

e@| £ C:\ProgramData\Javelina Software\ADRMR\Sun O = & H @ C:\ProgramData\Javelina 5... ‘ ‘ i & I

RMR Scan Summary

Scheduled Scan Complete

24

Scan Score

Run Stats
Scan Type: Scheduled Objects Scanned:

Start Time. 2/20/2023 12:00 AM Scan Errors.

End Time: 2/20/2023 12:16 AM Issues Detected:

Actions Taken:

Scan Locations

23 happymail.net Entire Subtree

10926 issues detected. Detailed report below. )

Figure 46: Scan Report

The scan report is a print-friendly HTML document that includes the following information:

e The start time and end time for the scan
e The ruleset used for the scan
e Basic results
0 Number of objects scanned
o Issues detected
o Actions taken
O Scanning errors encountered
o The overall Scan Score
e For every rule in the ruleset:
o The rule name and ID
o All objects that failed this rule, including:
=  The exact reason for rule failure
= The actions that have been taken to fix the issue
®  Whether those fix actions were successful
o All objects that couldn’t be scanned, including:
= Detailed error messages for scan failure
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Scheduled Scan Editor

The Customize a Scheduled Scan dialog is used to create or modify a scheduled scan from the
Schedule tab of the Settings view. It has several controls allowing you to modify the name,
schedule, scope, and output settings for the scan, as well as the ruleset used.

Customize a Scheduled Scan

Customize a Scheduled Sean

Mame: | Daily Full Scan| |
Scan schedule: Every day at 12:00 AM MODIFY
Scan area: <Default scan location : happymail.net= MODIFY
Email output to: Do not send scan results via email. MODIFY
Choose the rules to apply for this scan: Perform recommended fixes [

Rule ID Rule Name Fix Severity

DOM. 0004 _jf_ﬂ Directory Service Availability Medium

DOM. 0010 5 SID Filter Quarantining on External Trusts [] Enable SID Filtering Medium

DOM.0011 .ﬁ SID Filter Quarantining on Forest Trusts ["] Disable SID History Medium

DOM.0012 I%SEhECtiVE Authentication for Outgoing Trusts [] Enable Selective Authenticat... Medium

DOM.0013 %" Pre-Windows 2000 Compatible Access Group [_] Remowve from Pre-Win2K Group Medium

DOM, 0015 &’ Cross-Directory Privileged Group Membership [] Remove from Group Medium

DOM. 0016 fﬂ Domain Functional Level Medium

DOM.0017 E Replication Schedule [] Set Replication Schedule Medium

DOM, 0025 % Delegation of Privileged Accounts ["] Disable Delegation High

DOM.0029  gl&| Administrator Account Monitoring [[] set Audit Policies Mediumn

DOM.0030 K&l Remote Logon with Local Accounts Monitoring [[] Set Audit Logon Policy Medium -

SAVE CAMNCEL

Figure 47: Configuring a scheduled scan

Name
Give a name to your scheduled scan so that you can easily identify it at a later time.
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Scan Schedule
Click the Modify button to adjust the schedule for automated scans. In addition to the default

value of every day, scans can be run on a particular day of the week at the specified time.

Picking a scan time
In order to scan for computer issues like disabled firewalls, disabled updates, or old
passwords on local administrator accounts, RMR must be able to connect to the individual
machines on your network. To get the most out of RMR, be sure to pick a scan time when the
computers in your network are turned on.
Scope
The scope is the collection of places to be scanned. If you'd like to limit the scan to look for issues
in only particularly troublesome segments of your network, click the Modify button to manually

specify these areas.

Modify Scan Area

Select the locations to include in the scan

Locations to scan: | ADD | | REMOVE |~ | | LEVEL |+ |
Location Scope Level
[21 Accounting Staff Entire Subtree
(23 Contacts This Chject and tts Children
23 Engineering Ertire Subtres
B3 Groups Ertire Subtree
@3 Human Resources Staff Entire Subtree
0K CAMCEL

Figure 48: Scope dialog

The following table contains a list of controls on the Modify Scan Area dialog:

Add Launch the Active Directory Browser to insert a new location to scan. In the
browser dialog, click Add to move selected OUs to the right list box, then OK to
add the contents of the right list box to the scan area.

Remove Remove the selected location from the location list below. Or, select Remove
All from the arrow to remove all specified locations.

Level Select how many sub-objects to scan from the selection. Possible values for
scope level are defined in the following table.

The following table contains a description of the various choices for Scope Level:
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Entire Subtree

This Object and its
Children
This Object Only

Exclude this subtree

Exclude this
object’s children

Include this container and all of the objects it contains, including
subfolders.

Include this container and its immediate child objects. Obijects in
subfolders are not included.

Include this folder object only. All objects within this folder are not
scanned.

Exclude this folder and all objects within from the scan.

Exclude this folder and its immediate children from the scan.
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Send a detailed scan report via email to one or more recipients by clicking the Modify button
and entering the recipient email addresses (separated by semicolons). The Subject line of the
email can also be changed here. Finally, specify a password to encrypt the RMR scan report
attachment in the email. This is optional, but highly recommended.

Email Settings

In order to send scan results via email, RMR uses an SMTP email server. The login, port and
other settings for this server are configured on the Email tab of the Settings view. Attempting
to send scan reports without first specifying a mail server will fail.

The main grid on the Schedule Scan Editor contains a list of RMR’s scan rules. By default, no rules
are included in the scan. Use the checkbox in the Rule ID column to include the rule in the scan, or
check the box at the top of the column to include all rules. Any rules left unchecked will be not be
considered when analyzing obijects for issues.

By default, RMR will not attempt to fix issues detected during scheduled scans. To change this
behavior, check the Perform recommended actions checkbox immediately above the rule grid.
After checking the box, you'll see the Fix column in the grid update to reflect the actions RMR will
take upon detecting the issue in your directory. You can toggle on/off individual fixes to control
whether specific rule infractions will be addressed automatically.

The specific fixes that will be performed can be modified by editing the corresponding rules on
the Rules tab of the Settings view.
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Reference Tables

Fix Actions

RMR includes a variety of available actions you can perform on objects when they are detected
as rule violators. The following table contains a comprehensive list of these actions, along with the
types of objects they can be performed on.

Action

Description

Object Types

Add to Group

Delete

Disable Account

Disable
Anonymous
Access

Disable
Delegation

Disable Trusted
for Delegation

Enable Account

Disable SID
History

Enable Selective
Avuthentication

Enable SID
Filtering

Modify Local
Policy

Modify Lockout
Policy

Modify Password

Policy

Add the object as a group member to one or
more groups.

Delete the object.

Disables the object so that it can no longer log in
to the network.

Use the dsHeuristics option to override the default
restriction on anonymous access to AD data
above the rootDSE level.

Modifies the “Account is sensitive and cannot be
delegated” flag on the account.

Modifies the “Trusted for Delegation” flag on the
account.

Enables the object so that it can log on to the
network.

For forest trusts, remove SID references that do
not refer to the directly trusted domain from
inbound access requests.

Require explicit authorization (through the
Allowed to Authenticate permission) on resources
in the trusting forest.

For external trusts, remove SID references that do
not refer to the directly trusted domain from
inbound access requests.

Set a local security policy. Corresponds to Local
Group Policy Editor.

Set a user’s lockout policy. This action includes the
lockout threshold, duration, and reset time.

Set a user’s password policy, including
complexity, length, history, and maximum age
requirements.

Users, Computers,
Groups, FSPs

Users, Computers,
Groups, FSPs

Users, Computers

Domains

Users, Computers

Computers

Users, Computers

Trusts

Trusts

Trusts

Computers

Users

Users
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Action

Move

Must Change
Password

Protect from
Accidental
Deletion
Quarantine

Remove from
Group

Reset Krbtgt
Password

Reset Password
Hash

Send Email

Set Audit Policy

Set Description

Set Password

Set Password
Required

Set Random
Password

Set Replication
Schedule

Set Security
Options

Add Group
Members

Prohibit
Reversibly
Encrypted
Passwords

Description

Move the object to another container.

Set the “User must change password at next
logon” flag on the account.

Set the “Protect object from accidental deletion”
flag on the account.

Disable the object and move it to the RMR
quarantine.

Remove the object from one or more groups, or
all groups.

Resets the password to a new random value
twice, to force immediate reauthentication.

Force accounts that use smart cards for login to
reset the corresponding password hash value.

Send an email to this user or group.

Set an audit policy on the computer object.

Corresponds to Local Security Policy > Advanced

Audit Policy Configuration.

Modify the description attribute text.

Change the password of the user or computer.

Clears the “Password not required” flag on the
account.

Set a long, random password for the user.

Modify the replication interval for the site link,
along with the specific hours available for
replication.

Modify security options on the computer.
Corresponds to Local Security Policy > Local
Policies > Security Options.

Add one or more group members. Optionally,
remove all other members from group.

Clears the “Store password using reversible
encryption” flag for the user or group.

Object Types

Users, Computers,
Groups

Users

Users, Computers, OUs

Users, Computers
Users, Computers,
Groups, FSPs
Kerberos Account
Users

Users, Groups

Computers

All Obijects

Users, Computers

Users, Computers

Users

Site Links

Computers

Groups

Users, Groups
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Scan Rules

The following table contains a list of RMR’s scan rules, with a short description for each:

ID Description Severity

DOM.0004  Directory Service Avadilability Medium
Active Directory must be supported by multiple domain controllers where the Risk
Management Framework categorization for Availability is moderate or high.

DOM.0010  SID Filter Quarantining on External Trusts Medium
Security identifiers (SIDs) must be configured to use only authentication data of directly
trusted external trusts.

DOM.0011  SID Filter Quarantining on Forest Trusts Medium
Security identifiers (SIDs) must be configured to use only authentication data of directly
trusted forest trusts.

DOM.0012  Selective Authentication for Outgoing Trusts Medium
Selective Authentication must be enabled on outgoing forest trusts.

DOM.0013  Pre-Windows 2000 Compatible Access Group Medium
The Anonymous Logon and Everyone groups must not be members of the Pre-Windows
2000 Compatible Access group.

DOM.0015  Cross-Directory Privileged Group Membership Medium
Accounts from outside directories that are not part of the same organization or are not
subject to the same security policies must be removed from all highly privileged groups.

DOM.0016  Domain Functional Level Medium
The domain functional level must be at a Windows Server version still supported by
Microsoft.

DOM.0017  Replication Schedule Medium
Inter-site replication must be enabled and configured to occur at least daily.

DOM.0025  Delegation of Privileged Accounts High
Delegation of privileged accounts must be prohibited.

DOM.0029  Administrator Account Monitoring Medium
Usage of administrative accounts must be monitored for suspicious and anomalous
activity.

DOM.0030  Remote Logon with Local Accounts Monitoring Medium
Systems must be monitored for attempts to use local accounts to log on remotely from
other systems.

DOM.0031  Remote Desktop Logon Monitoring Medium
Systems must be monitored for remote desktop logons.

DOM.0034  Smart Card NT Hash Age Medium

All accounts, privileged and unprivileged, that require smart cards must have the
underlying NT hash rotated at least every 60 days.
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DOM.0035

DOM.0036

FOR.0002

FOR.0003

FOR.0005

RMR.0001

RMR.0002

RMR.0003

RMR.0004

RMR.0005

RMR.0006

RMR.0007

RMR.0008

RMR.0009

RMR.0010

Medium

User accounts with domain level administrative privileges must be members of the
Protected Users group in domains with a domain functional level of Windows 2012 R2 or
higher.

Protected Users Group Membership

Medium

Domain-joined systems (excluding domain controllers) must not be configured for
unconstrained delegation.

Delegation for Domain Systems

Anonymous AD Access Medium
Anonymous Access to AD forest data above the rootDSE level must be disabled.
Time Synchronization-Authoritative Source Medium

The Windows Time Service on the forest root PDC Emulator must be configured to
acquire its time from an external time source.

Schema Admins Group Membership Medium

Membership to the Schema Admins group must be limited.
Empty OU

Organizational units that contain no objects should be considered for deletion.

Informational

Empty Group Informational
Groups with no members should be considered for deletion.

Firewall Disabled High
A firewall should be installed and enabled on all computers in the network.

Updates Disabled Medium
Automatic updates should be enabled on all computers in the network.

Domain Controller Updates Disabled High
Automatic updates should be enabled on all domain controllers in the network.

SID History Admin High

Non-administrators should not have administrator accounts listed in their sIDHistory
attribute.

SID History Admin Group High
Non-administrator groups should not have administrator accounts listed in their
sIDHistory attribute.

SID History Admin FSP High

Non-administrator foreign security principals should not have administrator accounts
listed in their sIDHistory attribute.

User with AdminSDHolder Rights

Non-administrator users should not be granted Full Control on the AdminSDHolder
object.

Group with AdminSDHolder Rights High

Non-administrator groups should not be granted Full Control on the AdminSDHolder
object.

High
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RMR.0011 FSP with AdminSDHolder Rights High
Non-administrator foreign security principals should not be granted Full Control on the
AdminSDHolder object.

RMR.0012 User with GPO Rights High
Non-administrator users should not be granted write access on group policy objects.

RMR.0013 Group with GPO Rights High
Non-administrator groups should not be granted write access on group policy objects.

RMR.0014 FSP with GPO Rights High
Non-administrator foreign security principals should not be granted write access on
group policy objects.

RMR.0015 Dangerous Lockout Policy High
A lockout policy should not be in place that allows for efficient brute-force password
cracking.

RMR.0016 Insecure Lockout Policy High
A lockout policy should not be in place whose settings are less restrictive than the
Microsoft defaults.

RMR.0017 Insecure Password Policy Low
A password policy should not be in place whose settings are less restrictive than the
Microsoft defaults.

RMR.0018 Reversible Computer Password Medium
Computers should not have passwords stored with reversible encryption.

RMR.0019 Reversible User Password Medium
Users should not have passwords stored with reversible encryption.

RMR.0020 Soon to Expire User Informational
Users with approaching expiration dates should be examined to ensure they are not in
use.

RMR.0021 Expired User Informational
Expired user accounts should be removed from Active Directory, or reactivated to allow
the accounts to log on.

RMR.0022 Old Kerberos Account Password Medium
The password on the Kerberos account should be changed regularly.

RMR.0023 Old Local Admin Password Medium
The password for local administrator accounts should be changed regularly.

RMR.0024 Old User Password Low
The password for user accounts should be changed regularly.

RMR.0025 No Password Required Low
All user accounts should be required to have a password.

RMR.0026 Blank Password High
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User accounts with blank passwords should be immediately disabled until a password
can be assigned to the account.

RMR.0027 Unprotected OU Informational
Organizational units should be protected from accidental deletion.

RMR.0028 Inactive Admin Account Medium
Inactive administrator accounts should be monitored to ensure the accounts are not
vulnerable to malicious actors.

RMR.0029 Inactive User Informational
Inactive user accounts should be disabled to remove the threat of the accounts being
used by malicious actors.

RMR.0030 Inactive Computer Informational
Computers accounts that are not in use should be disabled.

RMR.0031 Password Never Expires Low
All enabled user account passwords should be configured to expire.

RMR.0032 Shadow Admin User via Account Operator Rights High
Non-administrator users should not be granted Full Control on the Account Operators
group.

RMR.0033 Shadow Admin Group via Account Operator Rights High
Non-administrator groups should not be granted Full Control on the Account Operators
group.

RMR.0034 Shadow Admin FSP via Account Operator Rights High
Non-administrator foreign security principals should not be granted Full Control on the
Account Operators group.

RMR.0035 Shadow Admin User via Backup Operator Rights High
Non-administrator users should not be granted Full Control on the Backup Operators
group.

RMR.0036 Shadow Admin Group via Backup Operator Rights High
Non-administrator groups should not be granted Full Control on the Backup Operators
group.

RMR.0037 Shadow Admin FSP via Backup Operator Rights High
Non-administrator foreign security principals should not be granted Full Control on the
Backup Operators group.

RMR.0038 Shadow Admin User via Print Operator Rights High
Non-administrator users should not be granted Full Control on the Print Operators
group.

RMR.0039 Shadow Admin Group via Print Operator Rights High
Non-administrator groups should not be granted Full Control on the Print Operators
group.

RMR.0040 Shadow Admin FSP via Print Operator Rights High
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Non-administrator foreign security principals should not be granted Full Control on the
Print Operators group.

RMR.0041 Shadow Admin User via Server Operator Rights High
Non-administrator users should not be granted Full Control on the Server Operators
group.

RMR.0042 Shadow Admin Group via Server Operator Rights High
Non-administrator groups should not be granted Full Control on the Server Operators
group.

RMR.0043 Shadow Admin FSP via Server Operator Rights High
Non-administrator foreign security principals should not be granted Full Control on the
Server Operators group.

RMR.0044 Shadow Admin User via Domain Root Rights High
Non-administrator users should not be granted Full Control on the root container of the
domain.

RMR.0045 Shadow Admin Group via Domain Root Rights High
Non-administrator groups should not be granted Full Control on the root container of the
domain.

RMR.0046 Shadow Admin FSP via Domain Root Rights High

Non-administrator foreign security principals should not be granted Full Control on the
root container of the domain.
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Frequently-Asked Questions (FAQs)

RMR uses Domain Admin privileges for two specific reasons. The first reason is that some of the
vulnerabilities which are detected by RMR require Domain Admin privileges to uncover. For
example, detecting if a computer has Windows Updates or Windows Firewall disabled requires
remote access to the computer’s registry settings which in turn requires Domain Admin

privileges. The second reason RMR requires Domain Admin privileges is to implement some of its
Fix Actions. For example, if a Fix requires the modification of a remote registry setting or a GPO,
then once again Domain Admin access is required.

Yes, you may remove the account from this group. Of course, some of the vulnerabilities will not
be detected but many still will be detected. If you elect to remove the RMR account from the
Domain Admins group, we recommend also disabling the automatic fix capability in scheduled
scans. Rather than using the automated fixes, you should instead use the Fix button in the Scan
Results dialog to manually fix problems. Implementing fixes manually like this will force the
currently logged-in user’s credentials to be used when performing the fixes.

RMR utilizes a Managed Service Account (MSA) for its highly privileged service account. An MSA
has a randomly generated 120-character password that is automatically rotated on a scheduled
basis to prevent both brute force and dictionary attacks. This is the same mechanism that Active
Directory utilizes to protect Computer account passwords.

All information about your Active Directory network, and any vulnerabilities detected within,
never leaves the machine performing the scan. Javelina Software never gains access to this
information, and has no ability to remotely connect to your network through RMR to see it.

RMR is licensed based on the number of objects we'll analyze in your scan area. This includes all
of the users, computers, groups, organizational units, site links, domains, trusts, and foreign security
principals. The easiest way to confirm the number of licenses you require is to open RMR and
reference the “Domain Objects” field in the Status pane of the Home view, which will
automatically calculate the number of licenses required.

RMR scans will abort prematurely once the number of licenses has been reached, causing you to
miss issues in the unscanned objects. The best way to ensure your RMR scans pick up all issues
present in your network is to have enough licenses to cover all the objects in your scan area.
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We've worked hard to make RMR scans as quick as possible. The total length of the scan depends
on many factors including the ruleset being evaluated, the size of the scan area, and the
hardware of the machine performing the scan. Installed on a machine that meets RMR’s minimum
requirements, and run during a time of low to moderate network activity, you can expect RMR to
perform a Full Scan at a rate of at least 500 objects/minute.

Make sure that the computers in question are actually on at the time of your scan. By default, RMR
includes a daily scheduled scan at midnight. Although it is generally a good idea to schedule
scans during times of low network activity, you might have to balance that desire with picking a
time when target computers are guaranteed to be turned on.

The Scan Score is calculated by the percentage of your objects that passed each rule, weighted
according to the severity of the rule. A low score in a Full scan or Quick scan often indicates that
you have a configuration affecting all users that fails a high severity rule. Take a closer look at
your scan report to see which high-severity rules have generated a lot of issues and address those
first to see quick Scan Score improvement.

The Scan Score is calculated by the percentage of your objects that passed each rule, weighted
according to the severity of the rule. Generally speaking, a higher scan score is better. A score of
100 does not indicate a perfectly secure network, but rather that RMR found no vulnerabilities
with the scanned objects against the selected ruleset.

Start with the low-hanging fruit. Check your results for rules with a large number of violations.
These are often global configurations that apply to every user in the domain (like a dangerously
lenient password policy). Address the remaining issues in order of severity, starting with those
rules marked “High”.

Every rule evaluated by RMR has a recommended fix, but some of these fixes can only be
performed manually. These rules with “manual” recommended fixes will display in the rule grid
with a blank in the Recommended Fix column.

Almost every action that RMR performs can be instantly undone from the Issues tab of the Scan
Results dialog. Simply select the issues with unwanted actions listed, and click the Undo button.
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There are two exceptions: RMR cannot undo password resets, since we don’t have access to the
old password. And RMR cannot undo sending an email, for obvious reasons.
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