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ADHQService Minimum Install Requirements

We recommend thatthe ADHQService be installed by a Domain Admin. However, in cases where thisis
not possible, alocal administratoraccount should be used. Additionally, the following steps should be
takento ensure asuccessful installation:

Permissions - Host Computer for ADHQ Service

Duringthe ADHQ service install, we create an SCP object within the hosting computer’s Active Directory
(AD) object. Open Active Directory Users & Computers and navigate to the computer object you wish to
install the ADHQ service on. Rightclick on the computerobjectand open the property page:

PENTOS Properties [ 2 |

General | COperating System | Member Of | Delegation | Password Replication
Location | Managed By | Ohject | Securty | Diialin I Attribute Editor

Group or user names:

fé) Exchange Windows Pemissions (HAPPYMAIL\Exchange Windows Pemissi... |~
2
9& Domain Admins (HAPPYMAIL\Domain Admins)

E&Cert Publishers (HAPPYMAIL\Cert Publishers)

é?é) Enterprise Admins (HAPPYMAIL \Enterprise Admins)

E&Mministmturs (HAPPYMAIL " Administrators)

:E,.ﬁa:munt Operators (HAPPYMAIL \Account Operators)

AS - . - . ot e ew o w a t V
| Add... | | Bemove |
Pemissions for lan Installer Allow Dery
Full control ] ] -~
Read 1 |
Write ]
Create all child objects ]
Delete all chid objects ]
Allowed to authenticate ] ]
| Channe nasswnrd 1 [

For special pemissions or advanced settings, click Advanced.

OK || Cancel || ppy | Heb

The account that you’re using toinstall ADHQ needs to have Read, Write, and Create/delete child
objects permissions on this computerobject, as pictured above for our “local Administrator/non-
Domain Admin” installeraccount, i.e. lan Installer.
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Permissions - Active Directory Program Data container

The other location that our installeraccount must be givenrightsis the Program Data containerin Active
Directory. Openthe Security tab of the properties dialog forthe Program Data containerand add an
entryfor yourinstalleraccount with the same rights as before: Read, Write, Create all child objects, and
Delete all child objects.

File Action View Help
= 2E 0/ XEe HE 3 eETa%

] Active Directory Users and Computers [jsvrl.net]|| Name Type Description

b [ Saved Queries 7] Javelina Software Container
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p [ Builtin
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" FercignSecurityPrincipals lan Installer {mi@happymail net)

2] Javelina Software 52, Domain Admins (HAPPYMAIL\Domain Admins)

(| Program Data 82, Enterprise Admins (HAPPYMAIL\Enterprise Admins)
=] s Delegate Control... %Administmtors (HAPPYMAIL Administrators) |:|

Se Move... 2. Pre-Windows 2000 Compatible Access (HAPPYMAIL\Pre-Wind... | ™
Find... | Add... | | Remove |
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Opens the properties dialeg box for the current selection.

Finally, ensurethat the rights you just granted on the Program Data containerapply to descendent
objects as well. Click the Advanced button and locate the permissions foryourinstaller user. Click Edit to
view the Permission Entry and verify that the “Applies to” fieldis setto “This objectand all descendent
objects”, then click OK to save your changes.
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Principal:  lan Installer (imi@happymail.net) Select a principal

[w] List contents

[#] Read all properties
[w] Write all properties
[ Delete

[[] Delete subtree

[ Read permissions
[] Medify permissions

[] Modify owner

[w] &ll validated writes

Type: | Allow W |
Applies to: |§This object and all descendant objects iw |
L
Permissions:
[ Full control [ Delete msExchProtocolCfgSharedContainer objects

[ Create msExchProtocolCfgSMTPContainer objects

[#] Delete msExchProtocolCfgSMTP Container objects

[ Create msExchProtocolCfgSMTPIPAddressContainer objects
[ Delete msExchProtocolCfgSMTPIPAddressContainer objects
[ Create msExchProtocolCfgSMTPPolicy ebjects

[ Delete msExchProtocolCfgSMTPPolicy objects

[#] Create msExchPseudoPF objects

[ Delete msExchPseudoPF objects

[w] Create msExchPseudoPFAdmin objects

W

[ ok

| | Cancel |

These permission changes will allowthe installerto create the resources required toinstall and run the

ADHQ Service without a Domain Admin account.
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